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Active Directory Security Assessment

ADSA is the fastest, most efficient way for you to take control
and plan the next move for your Microsoft Active Directory

environment.
Benefits

e Avoid risks of security incidents

e Reduce audit preparation workload

e Streamline security management operations
e Reduce the risk of insider attacks

e Uncover compliance and policy exposures

e Increase accountability of network users

e Decrease incident response time

e Ensure consistency with your ISMS plan

e Reduce special case modifications that in-
crease exposure

Overview

Microsoft Active Directory is a critical infrastruc-
ture component for enterprise computing. The
level of integration to back-office and production
services are wide ranging, complex, and integral
to daily operations. Every organization requires
confidence in the availability, integrity, and safety
of their Microsoft infrastructure. That assurance
is a prerequisite in the age of online business,
regulatory compliance, and global unrest. CSS
helps you uncover, analyze, prioritize, plan, and
deploy improvements through an Active Directory
Security Assessment (ADSA).

Service Description

ADSA ensures that your critical networking infra-
structure is resilient to intruder attacks and mali-
cious employees. Your Active Directory infra-
structure is the linchpin that authenticates and
authorizes users and resources on your network.
You must have confidence in Active Directory
before you can trust the other components on
your network. ADSA includes three major
phases: discovery, analysis, and recommenda-
tions. In the discovery phase, ADSA analyzes the
logical structure design and documents the site
topology. In the analysis phase, a CSS consult-
ant reviews your authentication system and pro-
vides input to form a strategy for your authentica-
tion, provisioning, and policy requirements. The
authorization system analysis provides a re-
source authentication map, naming standards,
and delegation requirements. In the recommen-
dations phase, ADSA provides Active Directory
security standards including a system monitoring
and operations plan to implement best practices,
compliance requirements, and risk mitigation
specific and customized to your business.
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