A “Real-Life” Man-in-the-Middle Attack on SSL
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Agenda

* Spyware “product” Analysis
— Work originated while helping CSS client

®* Ways to address the threat:
— End-user Clients

— Enterprise-level
— From the Web Server

— How to Prevent the General Technique

®* Lessons Learned
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The Threat

®* Free “Internet Accelerator” Service

— Client Software Installation
* Included silently with certain “free” software

* Installed separately by request
— Routes client Web traffic through an Internet Web proxy

— Web proxy performs the following functions:
® Caches / Compresses web pages

® Monitors user activity
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The Threat

* Free “Internet Accelerator” Service
— Company sells marketing data to 3rd parties

— Monitoring is mentioned in license agreement

* Web proxy can read and analyze SSL-protected data

RSA Conference 2005
T . R T —



How?

®* Re-direction is at the socket level, not the browser

— No proxy settings appear in browser configuration

* Client software determines what gets routed to proxy based on:
— TCP port number (80, 443)
— Program name

* (e.g. "IEXPLORE.EXE”, “NETSCAPE.EXE", etc)

® Proxy installation places a new self-signed root certificate in the
client trusted root store

— Silently (via C interface)
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SSL: Host Certificate Only
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Client SSL-enabled
Web Server

1. Client’s browser loads an SSL-protected web page; requests SSL session from server.
(SSL “Client Hello”)

2. Server responds with its SSL certificate. (SSL “Server Hello”)

3. Client browser checks the validity of the certificate; if OK, client exchanges a session key
with server and completes the connection
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SSL Man-in-the-Middle

“Internet Accelerator”
Proxy

SSL-enabled
Web Server

Client’s browser loads an SSL-protected web page; requests SSL session from server
Request is routed to Internet Accelerator, which makes its own request of the server
Server responds with its SSL certificate

Internet Accelerator parses the relevant information from the server certificate, and creates its own “look-alike”

a kO -=

Internet Accelerator signs the look-alike certificate with its own key, and sends it to the client
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Certificate Parsing and “Issuance”

ereral  Details ICertiFicatin:-n Path I meneral Details |CertiFicati-:nn Path I

Show: |<:.¢'.II:=~ j Show: |~::F-.II:=- j
Field | Yalue - Field | Yalue -
E'u'ersiu:un W3 E'u'ersiu:un W3
ESeriaI nurmber 1IFED ES ESerial rumber 1IFEOES
ESignature algorithm mdSRSA ESignature algorithim mdSRSA
EIssuer server-certs@thawke.com, Th... = Elssuer [+ FRRIERR FERRE SR ISR R R R

[F]alid from Saturday, April 17, 2004 5:23:...
[F]valid to Saturday, April 09, 2005 3:05:...
ck

[E]walid from saturday, April 17, 2004 5:23:...
Elvalid to Saturday, April 09, 2005 6:05:...

=

Elrublic key RSA (1024 Bits)

CH = v, certifiedsecuritysalutions, com
QU = Secure Services Division

1 = Certified Security Solutions Inc

L = Bellevue

5 = Washington

C=15

Edit Fropertigs, .. | Copy ko File, .. |

EF‘ublic ke

RS54 (1024 Bits)

I = v, cettifiedsecuribysolutions, com
DU = Secure Services Division

0 = Certified Security Solutions Inc

L = EBellevue

5 = Washington

_ =015

Edit Properties, ., | Copy ko File. .. |

Original
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Certificate Chains:

Is Checking the Issuer Name Enough?

Root Certificate
Issuer: Thawte
Subject: Thawte

(Placed in Trusted
Root Store during
Windows Install)

| css ssL certificate
Issuer: Thawte
Subject: CSS

“Real” Certificate

Root Certificate
Issuer: XYZ Co.
Subject: XYZ Co.

(Placed in Trusted
Root Store during
“accelerator” Install)

| Fake CSS SSL
Certificate
Issuer: XYZ Co.
Subject: CSS

Proxied Certificate

Root Certificate
Issuer: XYZ Co.
Subject: XYZ Co.

(Placed in Trusted
Root Store during
“accelerator” Install)

Fake Issuer
Certificate
Issuer: XYZ Co.
Subject: Thawte

| Fake CSS SSL
Certificate
Issuer: Thawte
Subject: CSS

Proxied Certificate

Chain Chain Chain w/Forged
Issuer
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Accelerator?

“Internet AcceIAerator”/'

Web

Clients . Servers
* Certificate Issuance Requires:
— Generating a Public Key Pair
— Signing the Certificate
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Public Key Re-Use

General Details | Certification Path I General Details ICertiFicatiDn Path I
Shiow: I <Al = j Shioe: I <all= j
Field | alue |:| Field | Walue |:|

Eﬁerial number ZF4E 7ea DZEE 000D BACL 7...
ESignature algorithm mdSRS4

Elssuer inlwlrsi————
E'-.-'alid Fram Thursday, February 05, 2004 ..,
E'-.-'alid ko Saturday, February 05, 2005 ...
Eﬁubject login, wahoo,com, Yahoo, ¥aha..,

ESeriaI nurmber 1IFEOES
ESignature algorithm mdSRS4
Elssuer Aottt ettt . .
E'-.-'alid Fram Saturday, &pril 17, 2004 5:23:..,
E'u'alid ko Saturday, April 09, 2005 3:05:...
E Subject v, Certifiedsecuritysolutions, .

iPublic ke RSA (1024 Bits) ‘Public RS4 (1024 Bits)

Thuml:uprint algorithim shal ;I Thumbprlnt algorithrn shal ;I
3081 8902 8181 OODELS 9FE4 09E1 74D 0286 ABBE 3081 8902 8181 00ES 9FE4 09E1 C74D 0286 ABSE
D243 493C 6214 90C1 9409 C109 EA1A SEFE 3EGA D243 493C 6214 90C1 9409 C109 EAlA SEFE 3EGA
IB9C 4E6l1 5184 1elB 39C4 9DCC SBSE 86BC 91EE 3B9C 4Eel 5184 161E 39C4 9DCC SBEE 86BC 91EE
828 FeCE AABOD E922 90F7 757D 0112 F19A BB13 3828 7eCE AABO0 E922 90F7 757D 0112 F194 8B13
15DR AT27 2D2F 3C?7? F7F2 E037 G2eC 9955 8133 15DE A727 2D2F 3C7?7 FPF2 E037 GB2eC 99CL 2133
FE7?1 B1A9 71Ce 4DC1 9648 BE3e EeCD F9EO 1EEE FE71 B1lA9 71Ce 4DC1 96A8 BE3e EeCD F9EO 1EEE
Fod9 8DDE8 D3D? 2CF0 8A44 De08 6013 DATI A232 FoA9 8DDE D3D7 2CF0 8A44 D08 6013 DATI A232
6350 C926 6454 2C3F 4B0OZ2 0301 0001 6350 C926 6454 2C3F 4BOZ2 0301 0001

Edit Properties. . . | Copy b File, . | Edit: Praperkies. .. | Copy b File, .. |

CSS’ Proxied Certificate Proxied Yahoo!™ Certificate
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Trusted Root ?

Certificate 2] %]

* Root modulus size is 512 bits
— 512-bit RSA Challenge was cho [<ai> =

eneral  Details |CertiFicatiDn Path |

factored in August 1999 — [ -
E'ﬁersiun W3
—_— 1 Serial number ]
576-b|t RSA Chal Ienge was ESignature algarithm mdSRS8
H Issuer febegloeyynimmpnianpinyahing .
faCtored N December 2003 E'-.-'alid From sunday, April 04, 1999 3:03:5... —
E'-.-'alid ko Maonday, March 22, 2049 3:03...
[F] subject T S-S T
[Fpublic key RS (512 Bits) =l

Subject Type=Ca
Fath Length Constraint=Mone

* Root validity period is 50
years

Edit Properties, ., Zopy bo File, ..

(84
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Other concerns

* Not affected by most Anti-virus software

®* More nefarious groups could do far worse:
— Password / ID theft

— Credit Card Numbers

— “Phishing” possibilities
° Legal Issues

— GLBA, HIPAA

— California SB 1386
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What Can Be Done?

® On the Client:

— Anti-Spyware Software

— Know Your Trusted Roots

° In the Enterprise:
— Acceptable Usage Policies

— Installed Software Inventories
— Anti-Spyware Software

— Group Policy or Scripting to Audit Root Store
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Hypothetical Scenario

Sensitive

: Customer >
Piif— — oot
Tl / R0 - SSL Tunnel
mrm ~
\\
Insurance Agent ~
Customers 9 AN

®* Can the Web Server Detect or Prevent this Attack?
(Other than by checking the IP address?)
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SSL with Client Certificates

“Internet Accelerator”
Proxy

SSL-enabled
Client Web Server

Client’s browser loads an SSL-protected web page; requests SSL session from server
Request is routed to Internet Accelerator, which makes its own request of the server
Server responds with SSL certificate, AND requests that the client provide their certificate also

Accelerator Proxy does not have a client certificate (or private key) for the web service

o O D~

Client is told that he cannot connect
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Detection / Prevention from Web Server

* Client-side Code (Java or ActiveX)
— Make SSL Site Certificate Available

°* Downloadable from website as data
— Establish a new SSL Connection back to Web Server
— Download real site certificate

— Obtain copy of SSL certificate used to establish connection
®* Java: socket.getSession() .getPeerCertificates ()

* ActiveX:

s WinHTTPQueryOption () (requires Win2k SP3, WinXP SP1)
= InternetQueryOption () (ASCII information only)
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Lessons Learned

* Importance of Trusted Root Store

— Know your roots

— Audit your roots

* Anti-Spyware Deserves Equal Footing With Anti-virus
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