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Perimeters?

“Web Services”
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Risk-cost vs. Scale

Web Services
Security

(WS-Security)
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Distributed Security

TCP/IPTCP/IP

HTTPHTTP

XMLXML

SOAPSOAP

KerberosKerberos
PKIPKI

SSLSSL
GSSAPIGSSAPI
IPSecIPSec
CMSCMS

……

……
WSWS--SecuritySecurity

et. al.et. al.
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Did you?

Past
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Present
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Elements

Authentication Who you are?
• Identification
Authentication Who you are?
• Identification

Authorization What you are allowed to do?
• Access Control
Authorization What you are allowed to do?
• Access Control

Audit Is it or was it correct?
• Assessment
Audit Is it or was it correct?
• Assessment

……

Secure Messaging Is our conversation secure?
• Confidentiality Protection against eavesdropping
• Integrity Protection against tampering

Secure Messaging Is our conversation secure?
• Confidentiality Protection against eavesdropping
• Integrity Protection against tampering
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Direct Trust

Complexity C x S
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Indirect Trust

Complexity C + S

Trusted Third Party
• Kerberos KDC (Key Distribution Center)
• Public Key CA (Certificate Authority)
• MS Passport
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Federated Trust

Federation 
• Kerberos cross realm
• Public Key cross certification
• Passport federation
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Credentials
I, the Trusted Third Party, having done due 

diligence on this entity’s identity, do hereby 

certify the identity of this entity to anyone who 

trusts me, and have issued them a credential as 

proof.  Yours Truly,  TTP

“Bearer Proof”
• Reusable

• Tamperproof

• Endorsements
(authorization)

Characteristics
• Lifetime

• Complexity
– Issuing

– Revocation

– Management
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Electronic Credentials

• Reusable
• Tamperproof

(cryptographically sealed)

Months-YearsHours-Days

Low-HighLow

NA High

Very Low Med-High

Based on typical use and application, not intrinsic
technology characteristics.

Kerberos
Ticket

PK
X.509

Certificate

010110100

111010101

010101111

100111…

Kerberos KDC
PK CA

Characteristics PKIKerberos

Lifetime

Issuing
Complexity 

Revocation 
Complexity

Management 
Complexity

Low-Med Med-HighInfrastructure 
Complexity
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Identity

On the Internet, nobody knows you're a dog.
— Peter Steiner New Yorker, July, 1993

On the Internet, nobody cares you’re a dog
—if you can perform.

— Joe Kovara

Identity in the abstract is worthless
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Authentication

Strong
Trust

Limited Trust

Proof

Proof

Strong
Trust

Credential-based authentication
• “Strong” authentication
• Confidentiality protection
– Eavesdropping/theft protection

• Integrity protection
– Tamper protection
– Replay protection

• Kerberos 5
• PKI
• Passport
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Secure Messaging

Credential-based key material
• Bound to credential Identity 
• Confidentiality protection
– Eavesdropping/theft protection

• Integrity protection
– Tamper protection
– Replay protection

• SSL
• SSPI/GSSAPI
• CMS
• IPSec
• …
• WS-Security

Session

Transaction
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Authorization

?Authorization Information Authorization Decision Directory

Access Control List (ACL)

C

S must have access to 
authorization store. Simple, but 
scale and access requirements 
can be onerous.
• Active Directory
• LDAP
• …

S ?

Capability

C

S need not have direct access 
to authorization store.  
However, credentials can 
become large.  Not suitable for 
long-lived credentials.
• Active Directory PACS

?

Delegation (Restricted Proxy)

S1C

C restricts actions on its behalf, 
as e.g., a “Restricted Power of 
Attorney”.
• Not widely used (yet)
• Kerberos 5 client auth data
• WS-Security

S2 ?
S1
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Integrated Security

TCP/IPTCP/IP

HTTPHTTP

XMLXML

SOAPSOAP

KerberosKerberos
PKIPKI

SSLSSL
GSSAPIGSSAPI
IPSecIPSec
CMSCMS

……

……
WSWS--SecuritySecurity

et. al.et. al.

Application
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Summary

• Security technology has lagged
– Until recently

• Options
– Roll your own

• Piece parts: PKI, Kerberos, SSL, IPSec, ...

– Use current technology
• WS-Security et. al.

• WS-Security is not just about Web 
Services—it’s about security
– Integrated

– End-to-end
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Technology Summary
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Thank

You
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