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How are you handling
“the Consumerization of IT”
in your organization?

Key Features
• Maintain secure SCEP server settings by 

providing unique end-device certificate’s 
Common Name and SCEP one-time 
passwords

• Issued certificates are usable for authentica-
tion into Active Directory environments

• Private Keys are generated on the device 
and are non-exportable

Key Bene�ts
• Eliminate the use of shared passwords
• Maintains the ability to claim non-repudiation
• Automates and scales the configuration and 

enrollment of iOS devices while maintaining 
the integrity security posture 

• Secure on-device private key generation
• Enables the use of encryption
• Light-weight mobile management solution
• Enable iOS devices to easily and securely 

authenticate and enroll for certs over 
wireless or VPN connections within an 
Active Directory environment

Requirements
• Network Device Enrollment Service, NDES
• Active Directory Certificate Service, ADCS
• Internet Information Server, IIS
• Forefront Identity Manager, FIM 

(for S/MIME encryption certificate 
synchronization)

• CSS’ Certificate Reporting Tool, CRT

About
CSS is an information security services firm with 
operations throughout North America and headquartered 
in Cleveland, Ohio. We specialize in three critical areas of 
information security: identity & access management, 
secure infrastructure & governance, and risk & 
compliance. CSS provides consulting services, managed 
security services, security as a service and security 
software tools in order to meet our clients’ needs. For 
more information and for a complete list of branch offices, 
visit www.css-security.com or e-mail 
sales@css-security.com.

The traditional boundaries between the workplace and home continue to blur as employees 
are increasingly pushing to use personal devices for work related activities. Organizations 
can no longer avoid taking a strategic approach to Consumerization and provide IT support 
for non-standard operating systems, such as Apple iOS. The primary concern as employees 
bring their personal devices into the workplace is security – how do we maintain our 
network’s integrity and accommodate ‘Consumerization?’ Often these security concerns are 
addressed utilizing mobile device management solutions – but is it really doing a 
comprehensive job mitigating security risk?

Overview
CSS’ Mobile Certificate Management System (mCMS) for iOS devices provides a solution 
for corporations to safely and securely manage the “Consumerization of IT.” Corporations 
across the world can now provide a way for their end users to securely use their iOS 
devices in the workplace, while providing the IT department with a way to manage certificate 
generation and renewal processes. CSS’ Mobile Certificate Management System gives IT 
departments an automated and scalable way to configure and enroll iOS devices through a 
user friendly web interface.

Challenge
IT departments need tools to scale the iOS configuration and digital certificate enrollment 
process in a secure manner. By doing this, it allows organizations to leverage existing 
investments in Active Directory Certificate Services while maintaining the enterprise’s 
authentication, access management, and auditability posture.

How It Works
IT administrators identify employees permitted to authenticate their iOS devices to the 
corporate network. This is accomplished by employing a batch enrollment utility, or by using 
Active Directory permission settings to “pre-authenticate” users in advance. Each employee 
then initiates the enrollment process by visiting a user-friendly website and authenticating 
the device using their Active Directory credentials. Upon registration, a comprehensive 
mobile configuration file will automatically download to the device consisting of a set of 
corporate configuration settings (as dictated by the organization), along with detailed 
instructions for creating a certificate request for submission to the corporate Certification 
Authority. At this point the device is then enrolled with minimal input from the user, other 
than the initial “opt-in” decision.  

This certificate creation process allows for private key creation on the iOS device itself, and 
for non-exportable keys to be created that can never leave the device. A record of the 
certificates issued to iOS devices are stored in the corporate Certification Authority and will 
later receive notifications to renew certificates before they expire from CSS’ Certificate 
Reporting Tool.

By properly enrolling your iOS devices you can now:
• Securely authenticate users and their devices to your network
• Utilize S/MIME email encryption and signing 
• Experience “smart card like” functionality
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